
 
 

GDPR - Key Terms 

Key terms from the regulation and what they mean: 

  

Data subject – the person whose personal data is being processed. 

  

Personal data – any information relating to a natural person or data subject that can be 
used to directly or indirectly identify the person. E.g., name, photo, email address, bank 
details, posts on social media. 

  

Sensitive personal data – information about racial or ethnic origin, political opinions, 
medical information, biometric data etc. 

  

Data Controller – a person who determines the purposes for which and the manner in 
which personal data is to be processed. 

  

Data Processor – any person who processes the data on behalf of a data controller. 

  

Processing information or data – means obtaining, recording, or holding the 
information. 

  

GDPR - Raising Awareness in your Service 

It is imperative that key staff in the service are aware that the law is changing to the 
GDPR, and start to factor this into their future planning in relation to data protection. 
You should start to identify areas that could cause compliance problems under the 
GDPR. The best way to do that is by looking at the data that you hold. 

Make a list of all personal data (both for children and staff) that you hold and examine it 
under the following headings: 

• Why are you holding it? 
• How did you obtain it? 
• Why was it originally gathered? 
• How long will you retain it for? 
• How secure is it, both in terms of encryption and accessibility? 



 
 

• Do you ever share it with third parties and on what basis might you do so? 
• If you share it with third parties, have you obtained permission from the owner to do 

so? 

Remember, personal data means any information relating to a natural person that can 
be used to directly or indirectly identify the person. 

By conducting this audit of data that you hold in your early years service, you will 
become aware of any changes that need to be made. Information gathered during this 
process can inform your policies and procedures. 

  

GDPR case study: 

Apple Creche has 50 children and 8 staff members. Apple Creche informs all staff 
members of the change to GDPR from 25th May 2018. The owner and manager of Apple 
Creche examine all of the data they hold in relation to children and staff and ask the 
questions above. 

Apple Creche finds that they have child record forms dating back a number of years. 
Apple Creche checks to find out how long these records should be held under the 
Regulations. The 2016 Childcare Regulations state that child records must be held for a 
period of 2 years after a child ceases to attend the service. Apple Creche has child 
records relating to children who left the service 5 years ago. Apple Creche confidentially 
disposes of these child record forms. Apple Creche puts in place a process to identify 
when forms need to be disposed of. 

Apple Creche looks at the staff files that they hold and identify that a small number of 
staff files are held in a common area. These staff files are removed from the common 
area and placed in a locked filing cabinet that only the owner and manager have access 
to. Apple Creche develop a procedure to ensure that staff files are always kept in a 
confidential location with access reserved to a very limited number of people. This 
information is included in Apple Creche’s privacy policy. 

 

GDPR - Privacy Rights 

The first step is to review your procedures to ensure they include all the rights 
individuals have, including how you would delete personal data or provide data 
electronically and in a commonly used format. 

Rights for individuals under the GDPR include: 

• Right to be informed: Individuals have the right to be informed about the collection 
and use of their personal data. This is a key transparency requirement under the GDPR. 

• Subject Access: Individuals have the right to access their personal data 



 
 

• To have inaccuracies corrected: The GDPR gives individuals the right to have 
personal data rectified. Personal data can be corrected if it is inaccurate or incomplete. 

• To have information erased: This right enables an individual to request the deletion 
or removal of personal data where there is no compelling reason for its continued 
processing 

• To object to the use of personal data for specific reasons: for example profiling and 
direct marketing 

• To restrict the processing of their information, including automated decision-
making 

• Data portability: The right to data portability allows individuals to obtain and reuse 
their personal data for their own purposes across different services. 

  

Review your current procedures: 

• How would your service react if it received a request from an individual (data subject) 
wishing to exercise their rights under the GDPR? 

• How long to locate (and correct or delete) the data from all locations where it is stored? 
• Who will make the decisions about deletion? 
• Can your systems respond to the data portability provision of the GDPR, if applicable 

where you have to provide the data electronically and in a commonly used format? 

This information should be added in to your policies and procedures. 

 

GDPR – Access Requests 

Continuing our GDPR series, this week we look at access requests. Every individual 
person has the right to access their personal data that is held on file. A person can make 
a subject access request to any organisation or any individual who holds personal data 
about them. 

The rules for dealing with subject access requests will change under the GDPR. 

The main changes to subject access requests: 

A fee will no longer be chargeable for an access request (unless the cost will be 
excessive –most requests will not justify the charging of a fee); 

The timeframe for complying with a subject access request has been reduced from 40 
days to 1 month; 

The categories of information to be provided have increased; 

The personal data should be provided in electronic format where possible and where 
requested by electronic means. 



 
 

You will also need to provide some additional information to people making requests, 
such as your data retention periods and the right to have inaccurate data corrected. 

If data is being released, consideration must be given to whether redacting (i.e. blacking 
out words/sections to render them unreadable) is necessary to remove references 
identifying individuals other than the individual who has made the subject access 
request. Where a subject access request is received from a data subject and the 
documentation held by the data controller refers to, names or identifies other persons, 
the material will need to be anonymised as appropriate unless the third parties give 
their consent to their data being released to the data subject. This also applies to CCTV 
footage. 

 

GDPR - Communicating privacy information 

The processing of personal data must be transparent. The GDPR will result in changes to 
how privacy statements should be presented and what they need to include. 

1. Legal Basis of Processing 
Under the GDPR, privacy statements must state the legal basis for the organisation’s 
processing activities, be that consent, contractual necessity, compliance with a legal 
obligation, etc. 
2. If consent is the basis for the organisation’s processing activities, the privacy 
statement must inform the data subject of their right to withdraw consent at any time. 
While the right to withdraw consent is not new, the express obligation to publicise it in 
a privacy statement is new. 
3. Privacy statements must now include the period for which data will be stored, or if 
this is not possible, the criteria used to determine the retention period must be 
specified. 
4. The GDPR requires privacy statements to reference the existence of the data subject’s 
new and extended rights, such as the right of erasure, the right of rectification, the right 
to restrict processing, the right to object to processing and the right of data portability. 
Data subjects must be informed of their avenues of complaint and escalation in the 
event that their rights are not adequately respected. Therefore, privacy statements must 
include contact details of the DPO within the relevant organisation (where a DPO is 
appointed) and details of data subjects’ right to complain to the relevant supervisory 
authority. If the personal data being collected is required for statutory or contractual 
reasons, then the data subject must be informed of the consequences of failure to 
provide the data. 
5. Transparency and Clarity 
The GDPR requires organisations to present privacy statements in a “clear, transparent, 
intelligible and easily accessible form… using clear and plain language”. 

Information to include on your privacy statement: 



 
 

• explain the different ways you will use their information, if you have more than one 
purpose 

• provide a clear and simple way for them to indicate they agree to different types of 
processing and the links between different types of data you collect and the purposes 
that you use each type of data for 
the consequences of not providing information 

• what you are doing to ensure the security of personal information 
• information about people’s right of access to their data; and what you will not do with 

their data. 

 

GDPR - Legal basis for processing data and consent 

When reviewing the data you hold in your service you must ask yourself is there a legal 
basis for processing this data. There are 6 grounds or lawful bases for processing data. 
You must be able to demonstrate that at least one of these apply whenever you process 
personal data:  

(a) Consent: the individual has given clear consent for you to process their personal 
data for a specific purpose. 

(b) Contract: the processing is necessary for a contract you have with the individual. 

(c) Compliance with a legal obligation: the processing is necessary for compliance with a 
legal obligation to which the controller is subject (note: a specific legal basis is required, 
which states the purpose of the processing, and does not including contractual 
obligations). 

(d) Vital interests: the processing is necessary to protect someone’s life. 

(e) Public task: the processing is necessary for you to perform a task in the public 
interest or for your official functions, and the task or function has a clear basis in law. 

(f) Legitimate interests: the processing is necessary for your legitimate interests or the 
legitimate interests of a third party unless there is a good reason to protect the 
individual’s personal data which overrides those legitimate interests. 

You can only apply one ground for each set of data you hold. Some data you hold is 
necessary to comply with statutory regulations. For other data, such as photographs, 
you will need to manage consent activities and embed it in your daily processes. You 
must be able to demonstrate that consent was freely given, specific and informed. This 
means that you must have a statement of clear affirmative action that an individual has 
consented to you processing their data. You should ensure that you have a consent form 
template. With regard to existing data, owners and/or managers should be able to 
demonstrate a ‘journey into consent’. This means you conduct a data audit, give a 
consent notice, update the privacy notice and record consent. For example, for existing 



 
 

photographs you could send a letter out to parents outlining what photographs you are 
holding, what your retention policy is for these photographs and ask them to consent by 
a certain date. It is not recommended to use consent as the basis for processing within 
an employment relationship or the processing of financial data of parents as the 
contract requirement would apply here. 

 

GDPR - Data Breaches 

This week in our GDPR series, we look at what to do in the case of a data breach. A 
Personal Data Breach means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed. 

If a data breach does occur the owner/manager is obliged to respond in an immediate 
and effective manner and to make a report to the Data Protection Commissioner’s office, 
no later than 72 hours after the breach, with the following information: 
• A description of the nature of the breach 
• Type of personal data affected 
• Approximate number of data subjects affected 
• Name and contact details of the person dealing with the data breach 
• Consequences of the personal data breach 
• Measures taken to address the personal data breach 
• Any information relating to the data breach 

You also have a responsibility to contact the individuals concerned to tell them that 
their data has been breached. If you fail to report a breach you may be liable for a fine. 
As a service provider, the owner/manager must demonstrate that they have a data 
breach response policy in place. 

 


